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Governance Challenges and Legal Responses to Cybersecurity in the Digital Era:
Centered on the Revised Cybersecurity Law
Li Hui Li Zhangyue Zou Jianuo

Abstract; The rapid evolution of digital and intelligent technologies has placed structural pressure on
cybersecurity governance. Traditional governance models centered on static protection and a single
governing actor are increasingly inadequate to address real-world challenges. The revised Cybersecurity
Law of 2025 offers a noteworthy institutional example in response to these challenges. Drawing on the
“Pressure-Elasticity” perspective, the cybersecurity governance system can be viewed as an institutional
system enduring multiple pressures over time. Its effectiveness depends on the resilience level shaped
collectively by rule integration, stakeholder collaboration, mechanism coordination, and governance
boundaries. Focusing on governance practices in the digital-intelligent era, this study identifies four key
challenges in collaborative governance: fragmented rules, misaligned responsibilities, disconnected
mechanisms, and inadequate cross-border coordination. By analyzing the institutional design of the
revised Cybersecurity Law, it examines how legal frameworks address governance pressures and
enhance institutional resilience through rule harmonization, responsibility restructuring, and mechanism
embedding. Research shows that cybersecurity governance is transitioning from singular regulation
toward collaborative governance, with its core goal being to strengthen systems’ capacity to withstand
and adapt to pressure within uncertain environments—where law functions as a tool for enhancing
resilience. This analysis contributes to understanding the operational logic of cybersecurity governance
in the digital age and provides an extendable perspective for reflecting on the dynamic balance between
security and development in national security domains.

Key Words: Digital and Intelligent Era; Cybersecurity; “Pressure-Elasticity” Perspective; Collaborative

Governance
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